at

tXal) T4

EERITGATRER JUIFHEE 54—
Hf BX

AI€T

strial Science and Technoloo



J)yrktXa1) T/ ORR. B

& Globus Toolkit V1 AH7-t8
» GSI (PKI + X.509:EBAE) I &B5EE
» grid-mapfilelZ&5EEH]
» Globus CANGEEBHEZIF
» YAFRABHLIWEILRBon=U AR TOTXE
» $FICARGEITEL
» GGF Security Working Group
» RFC3820 (Proxy Cert): 200148 H ~200445 A
& KREJTVyRTAPzIMDIALE LT, TDEEIRFEF-T(20005£HE) ...
» GTIFEEIN )LD T THY. 6SI+grid-mapfilelZ K HEREE - FEH]
» Globus CATIILEKELHIZERIIRELSL EIFHKLS(2Ho1=
» GlobusZz{#5BEY. Multi-domain PKT architectureldcross-

recognition
» RUD—DITYEHLEDLENELT=(e.g. EUDG CA Coordination
Group)

» MyProxyt,2000(=7 AL VA
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& FATROICEREE X5 FELSL\>TLV=AY, grid-mapfilezftL T
UNIX@EET%T)H-EkT%:E’CII REIET 2RI
BBARNRHHT-

» VOMS. PERMISHE DR[O AT LDRRF

& OGSA~0OGSI~WSRF (20024F~)

» WSHOtEX ) T4 MTDEA
@ WS-Security, SAML, XMLE 4

@ Web Single Sigh-on&D %
@ delegationH &

& KRBT EBTIIBTFEOIDUVARATLETVYRDERILENDEE
NEFENT-
» Kerberos Ticket, Shibboleth ID
» IDEE
» Higher Education Bridge CA
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& AL

» GSL(X.5095EBHE +PKDIZKBL T IS A A LERREE
& 7 & VOEIHE

» grid-mapfile ZFRALVT UNIX 7HD U MIIREE

» VOMS (Virtual Organization Membership Service)

» PERMIS (PrivilEge and Role Management Infrastructure
Standards Validation)

& 1REL
» IGTF (International Grid Trust Federation)
C HARDEAZE (BE[IExHT=Z25)
@ BREITOI7MILDKRTE
» GIN (Grid Interoperation Now) [Z35175VOMSZE R -1 A 1%k
EER
& B
» BB ELTIX, FBENLERAIA
» Shibbolethzthil T HIDEE AT LD FI|H
@ HMHEMNSERDERIC. . .
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& eScience Function
» Grid Operations
@ Certificate Authorities Operations WG (caops-wg)
@ International Grid Trust Federation (IGTF)
® Standards Function

» Security
@ Firewall Issues RG (fi-rg)
@ OGSA Authorization WG (ogsa-authz-wg)
@ Levels of Assurance RG (LoA-rg)

» Architecture

@ Open 6rid Services Architecture (OGSA-wg)
+ PAFaAVR !
+ Secure Communication Profile 1.0 (4/1)
+ Secure Addressing Profile 1.0 (4/1)
+ OGSA® Basic Security Profile 2.0 (4/30)

» Compute

@ High Performance Computing Profile (HPCP-wg)
+ GFD. 114 HPC Basic Profile, Version 1.0
4+ HPC Profile Kerberos Support



OGSA-AuthZ WG

& Group Description

» The objective of the OGSA Authorization WG is to
define the specifications needed to allow for basic
interoperability and plug-ability of authorization
components in the OGSA framework.

& Published Documents

» Recommendation
@ None

» Informational

@ GFD.89 Report for the GGF 15 Community Activity:
Leveraging Site Infrastructure for Multi-Site Grids

+ V. Welch et.al. Jan. 2007
@ GFD. 67 OGSTI Authorization Requirements
+ V. Welch et.al. Mar. 2006

» Experimental
@ GFD. 66 Use of SAML for OGST Authorization
+ V. Welch et.al. Mar. 2006

@ GFD. 57 Attributes used in OGST Authorization
# M. Thompson et.al. Jan. 2006

‘ » -



OGSA-AuthZ WG

& Agenda @ OGF22

» Agenda Bashing (David)

»Actions from last meeting (David)

» Architecture document (David)
»Attribute Exchange profile (Valerio)
» XACML profile (David)

»WS-Trust profile (David)

»SAML attribute profile (Valerio)
»Closing down the WG (David)

» AOB (David)



Levels of Assurance RG

& Group Description

» The LoA Research Group (LoA-RG) is aimed at
investigating use case scenarios in the e-
Science/6Grid contexts, and identifying gaps in
applying existing LoA definitions to such contexts.

& Focus and Scope
b IREELANIVICEAT 54TV 7 DFRWLEHL . NISTREMR
EDDBREDRIELANILEDEN, TVIRIZEITH1I—R
T—RIGEERED D,
@ Outputs

» A risk analysis in relation to LoA and use case
gathering in an e-Science context

» A risk analysis in relation o LoA and use case
gathering in an e-Science context

& 2/ST
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AP|EU|TAG

& IGTF.PMAMDEENECAOPs WEITFEITEREL TS,
» CAOPsTI&
@PMADETIL, Fr—E2—TUTL—rERE
@ CP/CPSDTUTL—FERTE
@ EIFRENTOIFAILESETE
» IGTFCIXEEEETOT7AMILEERTE
& PMADEE
» EUGrid PMA: Z£3[BIDF2F
» TAGPMA: F£3[BIDF2F
» APGrid PMA: f£1~2[B|MDF2F+VTC
& EUGrid PMALTAGPMADF2FTlE. CAOPstyi a #E%
[TTLS




CAOPs @ OGF22

Session 1: CAOPs (1)

>

HSM Vendor Sessions

Session2: IGTF (1)

-
>
L

Private Key Protection
Certificate Renewal
Higher Level CA Profile

Session3: CAOPs (2)

»>
[
»
[
»>

>

Grid Certificate Profile

Guidelines for Auditing Grid CAs

Authentication Service Profile

CP/CPS model template

Use Cases for Relying Party Enforce Name Space Constraints
Election of nhew CAOPs chair

Session4: IGTF (2)

>
[

BalticGrid CA
Robot Certificates

Sessionb: IGTF (3)

>

>
>
|

OpenCA + PRQP (PKTI Resource Query Protocol)
Identification in IGTF

Distribution Process Document

Discussion on SLCS



Grid Certificate Profile

& Authors: David Groep et.al.
@ GridTH AT HAAENOTOT7MILERTE
» RootiEFAE
» 1—HAEERAE
» RRAN-H—EXFEAE
& MUST, MUST NOT, SHOULD, SHOULD NOTZEEE
& fl
» X.509v3 keyUsage MUST BE marked as critical for
user certificates

» emailAddress field SHOULD NOT be included in
subject name

& RFRAAAVMBIUVENADRIGIETRT . 774 FILEF ALY
;(Informational Document)~ 0 EX B

< V. /(Y4




Guidelines for Auditing Grid CAs

& Authors: Yoshio Tanaka and Matthew Vil joen

&R ETEDHARTA
»F B
pEEBIEHE

& IGTF Classic Authentication Profilel=& <

@ BEEEICHFIAETEE

@ IGTFOZRE/RMNFIALTLS

»EUGridPMA, TAGPMAD E
» APGridPMA D 5} SRES &

=l

& Informational DocumentséL T 3 EBRIZTTF 44

» ISRHTFE

4I€T
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Authentication Service Profile

& Authors: Tony Genovese et.al.

& WEIGTFTIXLLTDID2DRIETO771)L
(Authentication Profile, AP)AREShTL\S

» Classic AP
» SLCS AP
» MICS AP

& CORXAAVMNE . B TO77AMINAERDTARSAUX
=

» 2FRHIDEDMNE|SRYHE SN TIER
p IO OTDFAILEL T AR ESNTVNBRENGESE
iCub

» SIZDEEBRZELEITNAALTLK

‘\ = ; AICT



CP/CPS Model Template

& Presenter: Jens Jensen (UK-eScience)
& RFC3647I1Z&EDUL\=CP/CPSD T TL—rE{EAS

&LV

25

»RFC2527I1ZDULZTIE. 9 TIZH D,

& IGTF

Classic APIZEDWTTFU 7L —ME4ERLL.

AL DILS EIFERITzl v eLS2E
pAEICGYTETLERIDTIEELNIREE

@ R —DIHBEIZHOLENDEVIZRL
»NII-GOC CANPAHIEL TS E
pOFELBALTOIFRLAIERT S

‘_. »



CAOPs/IGTFIZEAI SRR (1/2)

& HEBRZETNZFRESZSLGUVN AVNRKIFFEEL. DEYTHIT4T
» HEE 184 (DY IY)
@ XE.hFH. T/ 8%
@ FM:9%4
@ FUOT7:14
& IGTFOMAEEL®EEFLTLD
& FXatiAh, BRIIIFEAEERM
» TOTIEKE 1, [EDT TR
& EUGridPMAIZETE7ZOT47
» LCCOERERMMO DB ANEETAN—13Y
» OSGHRE5|2RLENTLNVS
» 7T TIXASCCC@TaiwanhROCET-TTULVBDAY, OGFIZIXH TETL VLY
& OGF, PMALEZEHHEHE. FICT10ERIGCTFREAEDF2FAH S !
» HILLWENREAEARTLS
v BRZIEHTHTLS (BLNIES) BENRHDHENNDITE
@ FOTDHES
» OGFIZHTLADIE— AFEIT
‘ ' b FRFREHMICLERZEE, BEBITHL Y,



CAOPs/IGTFIZEA9 &R (2/2)
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@ Classic APPENICHCRFLAVIMEE DEYFIHAZONEDHMHT
=T\,
b BEIT2#E . MUSTESHOULDIZZEEL THoof=A5, [EAICHEIHA
BLLED AL DB H S

@ Subjectf Muniqueness
@ Identity Vetting

» EUGridPMAEE D EEHProfileDFIZA->TLESTLNS

@ 1HEH=Y1EIH
@ TACARELNSLARUKH)DFIE

& $(Classic APDID VettinglZDWTIE, b&oEXRE
» F2FHNHE
» T=&Z X, TeraGrid CATClassic AP Compliant CAIEZzLY
& HOEELLRILDAPHHOTHLN, fEoTUKREZELERS
» EUGridPMADEBZHFADIEIKREES
» TAGPMALH AL TRODTULKD ALINNEAD
& "HHhBELHCORBAMREDN, COFRARICIOCLERMTND
SEHOHBILRI LT 4/€T



