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» Computer Grids are defined as
coordinated resource sharing and
problem solving in dynamic, multi-
Institutional virtual organizations.
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Transport-level security

Client

SOAP message
for service A;
Inwake method
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- Encrypt —»

Message-level security

SOAP message
CI iE"t for service A:
Invoke method
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- Encrypt —»
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GSI

GSI Secure Conversation | GSI Secure Message Trans

port
Technology | WS-SecureConversation WS-Security TLS
Privacy (Encrypted) YES YES YES
Integrity (Signed) YES YES YES
Anonymous YES NO YES

authentication
Delegation YES NO NO
Performance Good if sending many Good if sending few Best
messages messages
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e e Bl ___ , do hereby certify that
that this document entitles its holder to act on my
behalf using this public key: _ 2+EATBC23T

This document void after 04/11/2005 00:00:00

_________ Blice_ _______
User"s Signature
-
‘“-u,__ Alice signs her proxy cerificate
|, Cerrificare Authority 8% | do hereby certify that
———Alee _ _ __is who he/she claims to be and
that his/her public key is _ 3EMBrI30F 18

Certidicate Muthorcty BAD
CA's Signature

g Certificate authority BAR
g signs Alice's certificate

CA's Signature

-
o, e
—_— o

Certificate authority BAR
signs its own cartificate

The Globus Toolkit 4 Programmer's Tutorial
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® A virtual organization (VO) is a dynamic collection of resources and users
unified by a common goal and potentially spanning multiple administrative
domains. (Foster, I. and Kesselman, C. Computational Grids. Foster, I. and

Kesselman, C. eds.The Grid: Blueprint for a New Computing Infrastructure, Morgan
Kaufmann, 1999,2-48.)
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user 1 H
)

(VO Manager
V|rtual Orqanlzat

Seﬁvices and Users are
exposed in a Virtual Contract B
Organization

Contract A

Organization A Organization B
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WFT, PSE, GVS, | Workflow
GridRPC Abstract
JSDL Resource -
Super Information

- = == Query = )
Client > Scheduler | e Service
DAI R .
: e CIM
|:> Reservation, Submission, =
uery, Control...
Query Info.
Concrete Concrete
JSDL JSDL
- . -
GridVM . GridVM ° =
@ P
— = o ———— UR/RUS
: (rsh or ssh) : Accounting
Computing Resource Computing Resource
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An Example: Known Vulnerabilities and Threats

Classifications
[0 OWASP (Open Web Application Security Project) — 2003-2004

B .« http://www.owasp.org/documentation/topten.html
[0 EVDL (Enterprise Vulnerability Description Language)

B +OASISWG -

http://www.0asis-open.org/committees/tc_ home.php?wg abbrev=was

[0 Web Applications Security Threats Model by Microsoft

B« hitp://msdn.microsoft.com/library/en-us/dnnetsec/html/ThreatCounter.asp
[0 XML Web Services Security Vulnerabilities/Threats classification (XWYS)

B < Proposed in MJRA3.4/MJRA3.6 and discussed in MJRA3.5 EGEE
deliverables

[0 Web Services and Grid Vulnerabilities and Threats Analysis -
B https://edms.cern.ch/document/632017/

[0 Grid Security Incident definition and exchange format -
B  https://edms.cern.ch/document/632020/

[0 Secure Credential Storage —
B https://edms.cern.ch/document/638872/

B - [For service end-point, user client, and interacting services

RIPES51, September 10, 2005 AON and Grid Security: Vulnerabilities Analysis



An Example: Threats/Attacks grouping In

Site Services Rezources
Requestor/User r ™, S ettt |
e | Sscelnds j mml I : i ! i
| |RegrUser E I i | AuthN AuthZ Besource (1!
— | cliem | § : > || 550 Resource |}
I I E f Agent
| Creds | i .' A :
: ih I | H
: | P [ ." f_,r:,*— : F
] | — ; 1
| P ' | SOl § Senmadsian | / H ]
L FEPES— - . | —a i Ao | i
= I:LLFI E i : Il' | .-:f'- -.‘,."I .II. Il' = ﬂ':tﬂ'll‘_TJlf_T_l:lgg'Jl.g I
|_____‘______| T —— H"-\. _,I P - _|"-Ir J | I .II______l
il | ! / i
I| 1 i ¥ F 3 II':
[ | i P S I R [ N\ H
|II II |I / "Ir .l"-ll- -'Il '1 |I i
i | ] .l" — [ I.' I'.
Ao _ [/ ALIA - Malifactor — e
TUCA - User ™ | S| Initiated Attacks / | ‘ESA - End Service
'l.:rEdtnlills Attack [ s * oS fu'tal_:!.'s_ -
Creds theft | "r * Brate Force / :'I:.-ﬂ_L’n-.U:lu: 1opar
* _'C_reds_ -:u:up.mmi_se % / * Dictionary Attacks | : EIEL SOL Tniect
58T LpRrsonation P /WA - Wire Intellizence ‘_‘\ ) FIEEFPJFFMEN . e .Q_ jecton
- " | Attacks e /L \sMisse&Quen
* Wemwork eavesdroppins “SMA - Service A -
: ']'EMnLFIJltE middle™ (MITM) AManagement Attacks
ruie Force * Confipuration vuln
* Credenfials compromse * Improp ey Trust Mpognt
* BeplaySeszion hijack * Improper Priv inzmt
'\f:.\.-ﬂ. S0AP protocol A \* Improper Emor Handl
RIPES51, September 10, 2005 AON and Grid Security: Vulnerabilities Analysis



An Example :Security models for interacting
Grid/XWS services

Eeguestor/Tser

= ¥ Site Services/Resources
'llfl ‘\._.-_rl : ..'\n'rmm: K'l' ---------
FagrUsar e AunthM AnthT Fesomrce
Cliant - {350 Resource
Agext
Cred
E—— . :
F L\H__ -_“____j_/' Accoumtimg Togring 1 ni
+ Requestor/User site security « Service/Resource site security
Zones

20Nnes

RIPES51, September 10, 2005 AON and Grid Security: Vulnerabilities Analysis
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LU AL : The Innovator’s Dilemma
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(1) OGSAIZ & B1E# 4L

WS-Secure

EEvEEETE WS-Federation WS-Authorization

WS-Policy WS-Trust WS-Privacy
WS-Security
SOAP

WS-Security WS-Federation

Ayt—T DIEFILPERDER B A URETORERFTRD LY LY,
WS-SecureConversation WS-Security, WS-Policy,WS-Trust, WS-Secure

MERGE. BEF. Avtw—UR5E- B ConversationFN—X |21
WS-Trust WS-Authorization

BIRAR AT TSR DAL TOERGIEHDRBMEH . BREET —2ER)—
WS-Policy ZICEITHERZIRET b,

IURRAUMDEF2) T EHOHEE, WS-Privacy
IJIL.\I:II.ET 9‘ 'LTL'CTk') v %5‘2_%) Web'U'—IfZ'C‘G)ji'f/ {:/_1%E§
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O OGSAB &Lk
B OGF Documents and public Comments

O http://www.ogf.org/gf/docs/
O RZIKE’JB'zﬂMﬂ%

Public Key Infrastructure and X.509 Certificates
O GSHEX.509 A FsRAEBAEZIBAEZE DA
O http://www.ietf.org/rfc/rfc3280.txt
B  Secure Socket Layer version 3(SSLv3)
O GSIDOAvtE—IRE
O http://www.ietf.org/rfc/rfc2246.txt
B X.509 Proxy Certificates
O X.509TUFIVTA4T/EBAEDIEER, BELCT2ELUGTARIEEN T O+ —3IBA
E(XZORFCIZEHLL TLVELY,
O http://www.ietf.org/rfc/rfc3820.txt
B WS-Security

O Microsofttt. VeriSigntt. IBM#t A EL TRIBLTLVS, SOAPAYtT— D{EE
Iiﬂ%&'«a“ét&b@&*%‘c&UOAS|S(D$“-%

O http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-
spec-0s-SOAPMessageSecurity. pdf
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O IGTF (International Grid Trust Federation)|Z &4 E R 2 EEEE M HE TR
B APGRID. EUGRID, TAGIZ&YUtHREIHE|EHE
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