Grid ID

2006/06/22

U'can change.

U'can change.

JPGRID-WS0616



Grid ID
. (VO)

- lan Foster et al.

- ?

U can change.

The Anatomy of the

Copyright (C) 2006 NEC Corp. All Rights Reserved.

3]

U can change.

Copyright (C) 2006 NEC Corp. All Rights Reserved.

4

JPGRID-WS0616



. or
— ID& Kerberos PKI( ) etc...
e Trusted Third Party (TTP: )
(Kerberos PKI )
- TTP or
. PKI (CA) TTP
~ TTP
. PKI (CA)
. TTP
- TTP ?
U can ChEII"IgE.". Copyright (C) 2006 NEC Corp. All Rights Reserved. 5
( )
. ( ) (
)
. {
(action)} OK NG
(oo oM
U can ChEII"IgE.". Copyright (C) 2006 NEC Corp. All Rights Reserved. 6

JPGRID-WS0616



JPGRID-WS0616

.
— ID
ID( )
.
N
U can chnnge. Copyright (C) 2006 NEC Corp. All Rights Reserved. 7

U'can change.




U can change.

Copyright (C) 2006 NEC Corp. All Rights Reserved.

U can change.

Grid

Copyright (C) 2006 NEC Corp. All Rights Reserved.

10

JPGRID-WS0616



Grid -

» GSI(Grid Security Infrastructure)
- PKI X.509
- (IETF RFC 3820)

- (grid-proxy-init )
- ID

» Transport Layer Security (TLS)
— TLS/SSL
— GSI-Transport

» Message Level Security (MLS)
— WS-Security + XML
— GSI Secure Conversation: SOAP

— GSI Secure Message:

U can changl:.-. Copyright (C) 2006 NEC Corp. All Rights Reserved.

11

Grid —

» GSI(Grid Security Infrastructure)

— ( +
(RFC 3820) )
( CSR)
- CSR
e TLS — GSI-Transport
* MLS — GSI-SecureConversation
U can changl:.-. Copyright (C) 2006 NEC Corp. All Rights Reserved.

12

JPGRID-WS0616



GSI -

e grid—proxy-init

| SubjectDN:
| DN
i IssuerDN:

CA SubjectDN

12

(
+ de

)

legation

77777777777777777777777777777777777777777

| SubjectDN:
‘ DN/Proxyl

grid—proxy-init
${TEMP}

~-7 1
U can changl_‘-.'. Copyright (C) 2006 NEC Corp. All Rights Reserved. 13
‘ —0
v 2
‘ o=
CSR2 | %
/
| 2,
Rt 1
\ SubjectDN: 1
DN/Proxy1/Proxy2 : v !
IssuerDN: : ’ ‘ '\
ID/Proxyl \
. 2 \
o . Z

U can change.

Copyright (C) 2006 NEC Corp. All Rights Reserved.

14

JPGRID-WS0616



Grid -

» grid—mapfile
- SubjectDN (UNIX)

— grid—-mapfile

» CAS: Community Authorization Service
— Globus Alliance
- VO ( )

— CAS SAML
AuthorizationDecisionStatement

http://www.globus.org/grid_software/security/
http://www.globus.org/grid_software/security/cas.php

U can changl:.-. Copyright (C) 2006 NEC Corp. All Rights Reserved. 15
Grid -
« VOMS: Virtual Organization Membership Service

— EDG (Europe Data Grid) EGEE
(Enabling Grid for E-Science in Europe)

- VO (
Capability)

- VO VOMS

- Fully Qualified Attribute Name (FQAN)

« /NO / /role="
« /NO / /capability="Capability
- VOMS
- GT2 LCAS LCMAPS

http://edg-wp2.web.cern.ch/edg-wp2/security/voms/

U can changl:.-. Copyright (C) 2006 NEC Corp. All Rights Reserved. 16

JPGRID-WS0616



VOMS

|

—

VOMS (

VOMS
(voms-proxy-init)

(.

VOMS

)

VOMS

‘ /VO1/Groupl/role=user ‘

U can change.

.
SO

Copyright (C) 2006 NEC Corp. All Rights Reserved. 17
*« VOMS Core
- vOms—proxy-init
e VOMS Admin
— VOMS VO I/F
- Web Web
4 N
\/F VOMS
-
L (vomsd)
e ) N
/E VOMS Admin
SOAP Admin
SOAP
Interface
kk J
https://edms.cern.ch/file/572406/1/user-guide.pdf
U can ChE!HI_T_IE‘, Copyright (C) 2006 NEC Corp. All Rights Reserved. 18

JPGRID-WS0616



JPGRID-WS0616

VOMS
. VO
. DN VO
—OCA
DN CN=Mori,...
Common Name Mori
moriaku... =
VO
1 Fully Qualified Group
Name ( )
*
( )
Capabilities | Capability
( )
U can changr.-. Copyright (C) 2006 NEC Corp. All Rights Reserved. 19

U'can change.

10



NAREGI Middleware 3

-

. .1 Subset of

i GRIDCP i1 WebTrust

v (GGF ! Programs for

1 CAOPs) EE CA
CP/CPS

NAREGI
CA

: Request/Get
:  Certificate

VO Certificate
Management Service

Management Server

User Proxy
rificat (Certificat
- withvo
Private
Key

Informatio
Service

n
-

—
Resources Infol
incl. VO

query resourg

(requiremefis

+VO info) :

oxyCertificate

with VO Super Sched

ssh + vomsfnyproxy—init

Portal

Client Environment
WFT

Proxy
ertificate
with VO

—_—

PSE

GVM

9]

n 3

Proxy
[Certificate
with VO §

—p

Lo

n the

.

globusgun-ws
GridVM services

Resource Info.
Incl. VO info)

O &

| —
VO

| M

Signed

Job
Description

(inc i GSI) VO Info Execution Info,
Resource Info
GridvM —
local Info.
incl. VO
Resource

http://www.ggf.org/GGF16/materials/NAREGI-standards-present-GGF16-final.ppt

U can ChEII"IgE.". Copyright (C) 2006 NEC Corp. All Rights Reserved. 21
GridShib
» Shibboleth:
— Internet2
— SAML1.1
- SAML2.0 Shibboleth2
» GridShib:
— NSF( ) NCSA
— Shibboleth Globus Toolkit
- GSl
- http://gridshib.globus.org/
U can ChEII"IgE.". Copyright (C) 2006 NEC Corp. All Rights Reserved. 22

JPGRID-WS0616

11



JPGRID-WS0616

GIN: Grid Interoperation Now

. Grid
— EGEE TeraGrid

« VO VOMS
- VO

— EGEE  GIN VOMS
IGTF (International Grid Trust Federation)

CA
. GIN
U can ChEII"IgE.". Copyright (C) 2006 NEC Corp. All Rights Reserved. 23
. ID (VO)
- (SS0) GSI
- ( ) VOMS
- GSI + VOMS
- GSI+VOMS
U can ChEII"IgE.". Copyright (C) 2006 NEC Corp. All Rights Reserved. 24

12



JPGRID-WS0616

Empowered by Innovation

NEC

U can changr.-. Copyright (C) 2006 NEC Corp. All Rights Reserved. 25

13



