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Globus Toolkit 4.0
Java WS Core Security Infrastructure
(GSI), GridFTP, Execution Services (GRAM), Information Services (MDS4)

PDF1

1 admin.pdf
2 http://lwww.globus.org/toolkit/docs/4.0/toc_all.html
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Globus Toolkit 4.0

GridFTP Resource Management (GRAM)

Replica Location Service Information Services (MDS2) Unix
WSRF Resource Management (GRAM) Reliable File
Transfer (RFT) Information Services (Index)
Java Windows Unix
WSRF GRAM Unix
Unix Windows
Java
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Globus Toolkit Globus Tookit 4.0 1

J2SE 1.4.2+ SDK Sun? IBM3 BEA#“ (GCJ5 )
Ant1.5.1+6 Javal.b 1.6.1+7 Fedora Core 2

Ant RedHat/Fedora RHELS3, Scientific Linux 3.0.x, FC3/4
C gcc8 3.2 3.21 2.95x
GNU tar®
GNU sed10
zlib 1.1.4+11
GNU Make?2
sudol3
JDBC PostgreSQL 14 7.1+
gpt-3.2autotools2004 GPT bundles/packages

http://www.globus.org/toolkit/downloads/4.0.0/
http://java.sun.com/j2se/
http://www-128.ibm.com/developerworks/java/jdk/
http://www.bea.com/framework.jsp?CNT=index.htm&FP=/content/products/jrockit
http://gcc.gnu.org/java/

http://ant.apache.org/

http://ant.apache.org/

http://gcc.gnu.org/
http://www.gnu.org/software/tar/tar.html

10 http://www.gnu.org/software/sed/sed.html

1 http://www.gzip.org/zlib/

2 http://www.gnu.org/software/make/

3 http://lwww.courtesan.com/sudo/
http://lwww.postgresgl.org/
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IODBC15 RLS

Tomcat® WebMDS Apache web

gLitel” Java VOMS parsing libraries 18 Workspace
Service

15 http://www.iodbc.org/

16 http://jakarta.apache.org/tomcat/

17 http://glite.web.cern.ch/glite/security/

18 http://www.mcs.anl.gov/workspace/glite-security-util-java.jar
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flavor gce 32
64

Apple MacOS X
GPT 25819

Debian
kernel/libc
#219420 LD ASSUME_KERNEL=2.2.5

Fedora Core
Fedora Core 2 ant
http://ant.apache.org/?! ant RPM /etc/ant.conf
ant

ANT_HOME

FreeBSD

HP/UX
--with-flavor=vendorcc32 configure GNU tar GNU sed
GNU make PATH

HPUX 11.11  PA-RISC IPV6
HP Ansi-C compiler, version B.11.11.12
Java 1.4.2_06
Apache Ant 1.6.2

1A64 HP-UX 323422
IBM AIX
vendorcc32dbg/vendorcc32 vendorcc64dbg/vendorcc64 flavor
(Visual Age (xIc)) gcec flavor
--with-flavor=Fflavor flavor

19 http://bugzilla.ncsa.uiuc.edu/show_bug.cgi?id=258

20 http://bugzilla.globus.org/globus/show_bug.cgi?id=2194
21 http://ant.apache.org/

22 http://bugzilla.globus.org/bugzilla/show_bug.cgi?id=3234
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GNUsed tar make PATH IBM
AIX5.2

Visual Age C/C++ 6.0

IBM Javal4 32

Apache Ant 1.5.4

Red Hat
Sun Solaris
flavor  gcc32 gee64 vendorce32 vendorcc64 dbg flavor
gceb4 64
gce gcc32dbg flavor
flavor --with-flavor=flavor
GPT Sun perl tar

http://www.gridpackagingtools.org/book/lateststable/ch01s07.html

Solaris 9
Sun Workshop 6 update 2 C 5.3

gcc 3.4.3
Sun Java 1.4.2_02

Apache Ant 1.5.4

SuUSE Linux

Windows
Java-only Java WS Core-only
Java WS Core System Administrator's Guide23

2 http://www-unix.globus.org/toolkit/docs/4.0/common/javawscore/admin-index.html
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GT4.0
globus

read wirte

root
globus chown

# mkdir /usr/local/globus-4.0.0
# chown globus:globus /usr/local/globus-4.0.0

globus root
Apache Ant JAVA HOME Java
PATH Java
Java JAVA_HOME
(O ant
/etc/ant .conf gcj

/usr/local/globus-4.0.0
/usr/local/globus-4.0.0

globus

globuss$ export GLOBUS LOCATION=/usr/local/globus-4.0.0
globus$ ./configure --prefix=S$GLOBUS LOCATION

Jconfigure
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Optional Features:

--enable-prewsmds Build pre-webservices mds. Default is ¥
disabled.

--enable-wsgram-condor Build GRAM Condor scheduler interface. ¥
Default is disabled.

--enable-wsgram-1sf Build GRAM LSF scheduler interface. ¥
Default is disabled.

--enable-wsgram-pbs Build GRAM PBS scheduler interface. ¥
Default is disabled.

--enable-i18n Enable internationalization. Default is ¥
disabled.

--enable-drs Enable Data Replication Service. Default ¥

is disabled.
[...]
Optional Packages:
[...]
--with-iodbc=dir Use the iodbc library in ¥
dir/lib/libiodbc.so.
Required for RLS builds.
--with-gsiopensshargs="args"
Arguments to pass to the build of ¥
GSI-OpenSSH, like
--with-tcp-wrappers

Jconfigure —help GSI_OpenSSH
?27? ?27?
2722 >

globuss$ make

tee

globus$ make 2>&1 | tee build.log

Bourne Shell Shell
stderr stdout tee

globus$ make install
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Advisories page?

CA
grid-mapfile
GridFTP RFT
WS_GRAM GSI-OpenSSH MyProxy
RLS CAS

1 http://lwww.globus.org/toolkit/advisories.html
2 http://lwww.globus.org/toolkit/support.html#mailinglists
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Globus Toolkit
globus-user-env.sh source

globus GLOBUS_LOCATION  Globus Toolkit

Bourne Shell
globus$ export GLOBUS LOCATION=/path/to/install

csh
globus$ setenv GLOBUS LOCATION /path/to/install

$GLOBUS LOCATION/etc/globus-user-env. {sh, csh} source

Bourne Shell .sh
globus$ . $GLOBUS_LOCATION/etc/globus-user-env.sh

C Shell .csh
globuss$ source S$GLOBUS LOCATION/etc/globus-user-env.csh

GT 4.0 X509
GSI
GSI Configuration Informationand? GSI Environmental Variables?

hostcert.pem hostkey.pem

/etc/grid-security/
DNS
DHCP

1 http://lwww.globus.org/toolkit/docs/4.0/security/prewsaa/Pre_WS_AA_Public_Interfaces.html#config
2 http://lwww.globus.org/toolkit/docs/4.0/security/prewsaa/Pre_WS_AA_Public_Interfaces.html#env
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CA

CA
CA

TERENA Repository3

CA

CA
CA

/etc/grid-security/certificates
signing policy
Trusted CA4

SimpleCA

SimpleCA OpenSSL CA
OpenSSL.  CA.sh

Appendix A, Installing SimpleCA.

SimpleCA

Low-trust

Globus http://gcs.globus.org:8080/gcs/index.html

3 http://lwww.terena.nl/tech/task-forces/tf-aace/tacar/certs.html

CA

CA
Configuring a

SimpleCA

low-trust

4 http://lwww.globus.org/toolkit/docs/4.0/security/prewsaa/admin-index. html#id2828765
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key /etc/grid-security/hostkey.pem root
root globus

key

CA

root

root# cd /etc/grid-security

root# cp hostkey.pem containerkey.pem

root# cp hostcert.pem containercert.pem

root# chown globus.globus containerkey.pem containercert.pem

/etc/grid-security

root# ls -1 *.pem
-rw-r--r-- 1 globus globus 1785 Oct 14 14:47 containercert.pem

-r-------- 1 globus globus 887 Oct 14 14:47 containerkey.pem
-rw-r--r-- 1 root root 1785 Oct 14 14:42 hostcert.pem
-r-------- 1 root root 887 Sep 29 09:59 hostkey.pem

root /etc/grid-security/grid-mapfile

grid-cert-info whoami

bacon$ grid-cert-info -subject
/0=Grid/0OU=GlobusTest/OU=simpleCA-mayed.mcs.anl.gov/OU=mcs.anl.
gov/CN=Charles ¥

Bacon

bacon$ whoami

bacon
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root

root# S$GLOBUS LOCATION/sbin/grid-mapfile-add-entry -dn ¥
"/0=Grid/OU=GlobusTest/OU=simpleCA-mayed.mcs.anl.gov/0U=mcs.anl
.gov/CN=Charles ¥

Bacon" ¥

-1n bacon

grid-mapfile

"/0=Grid/OU=GlobusTest/OU=simpleCA-mayed.mcs.anl.gov/0U=mcs.anl
.gov/CN=Charles ¥
Bacon" bacon

”

CA

bacon$ grid-proxy-init -verify -debug

User Cert File: /home/bacon/.globus/usercert.pem

User Key File: /home/bacon/.globus/userkey.pem

Trusted CA Cert Dir: /etc/grid-security/certificates

Output File: /tmp/x509up u506

Your identity: /DC=org/DC=doegrids/OU=People/CN=Charles Bacon

332900

Enter GRID pass phrase for this identity:
Creating proxy ...++++++++++++
.................. R i SR

Done

Proxy Verify OK
Your proxy is wvalid until: Fri Jan 28 23:13:22 2005

usercert.pem userkey.pem
$HOME/ .globus/ /tmp/
up user proxy _u506 UNIX

ID DN

BAZEWR: J)vkihES



PDF5

5 http://www.globus.org/toolkit/security/firewalls/
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Globus Toolkit X.509

CA
grid-cert-request

CA
grid-cert-request

Globus

[TODO:Add a reference to an overview document]

Globus CA
TRUSTED_CA

Globus

CA
[TODO : link to the

environment fragment, which explains where the trusted certificate directory is]

>

CA

cert _hash.0

CA

cert hash.signing policy

CA

Pre-WS Globus
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CA TRUSTED CA

WSRF CA

cert_hash CA

$GLOBUS LOCATION/bin/openssl x509 -hash -noout < ca certificate

CA CA

access_id CA X509 'CA !
pos_rights globus CA:sign
cond_subjects globus '" nr

CA CA

CA
cond_subujects

Globus
grid-cert-request

grid-cert-request

CA

globus-user-ssl.conf

globus-host-ssl.conf

grid-security.conf CA E

CA globus-user-ssl.conf.cert hash
globus-host-ssl.conf.cert hash, grid security.conf.cert hash

1 http://www.openssl.org/docs/apps/req.htmI#CONFIGURATION_FILE_FORMAT
2 http://www.openssl.org/docs/apps/req.htmI#CONFIGURATION_FILE_FORMAT
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TRUSTED_CA

grid-cert-request -ca cert hash

CA

grid-cert-request -ca

CA CA
CA -ca
grid-cert-request CA
GRID SECURITY [TODO : link to environment
fragment] > TRUSTED CA CA

ln -s GRID SECURITY/globus-user-ssl.conf ¥
TRUSTED CA/globus-user-ssl.conf.cert hash
In -s GRID SECURITY/globus-host-ssl.conf ¥
TRUSTED CA/globus-host-ssl.conf.cert hash
In -s GRID SECURITY/grid security.conf ¥
TRUSTED CA/grid security.conf.cert hash

CA
Web CA

grid-cert-request -host hostname -service service name

GRID SECURITY/service name/ CA
service namecert.pem

GRID SECURITY/service name/ ca
servi ce_namecert_request .pem
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GRID SECURITY/service name/

service namekey.pem .
— y-p grid-cert-request

hostname service name

grid-cert-request
grid-cert-request

grid-cert-request -help

Globus
1P
(CN)
host/FQDN FQDN
host-interface.domain FQDN
host-interface.domain
host.domein
ID
Globus
Unix gridmap
gridmap
"Distinguished Name" local name
Distinguished Name local name
gridmapfile

"Distinguished Name" local namel, local name2

Distinguished Name local namel local name2
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SGLOBUS LOCATION/sbin/grid-mapfile-add-entry ¥
-dn "Distinguished Name" ¥
-1n local name

SGLOBUS LOCATION/sbin/grid-mapfile-delete-entry ¥
-dn "Distinguished Name" ¥
-1n local name

$GLOBUS LOCATION/sbin/grid-mapfile-check-consistency

-help
gridmap
GRIDMAP gridmap
a. root uid 0 gridmap
/etc/grid-security/grid-mapfile

b. gridmap S$HOME/.gridmap
GSI

End Entity3 4 5 & GSI Authorization Callout?

group, other

3 http://lwww.globus.org/toolkit/docs/4.0/security/glossary.html#End_Entity_Certificate EEC

4 http://lwww.globus.org/toolkit/docs/4.0/security/glossary.html#User_Certificate

5 http://www.globus.org/toolkit/docs/4.0/security/glossary.html#Host_Certificate

6 http://www.globus.org/toolkit/docs/4.0/security/glossary.html#Service_Certificate

7 http://www.globus.org/toolkit/docs/4.0/security/glossary.html#GSI_Authorization_Callout_Configuration
8 http://www.globus.org/toolkit/docs/4.0/security/glossary.html#Private_Key

9 http://www.globus.org/toolkit/docs/4.0/security/glossary.html#Proxy_Credentials
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group, other
group, other

CA 10 CA 11

12 GAA

13

PDF Globus Toolkit

Globus Toolkit

Globus Toolkit Firewall Requirements!4

Your proxy credential may have expired

grid-proxy-init

The system clock on either the local or remote system is wrong

10 http://www.globus.org/toolkit/docs/4.0/security/glossary.html#CA_Certificate

1 http://www.globus.org/toolkit/docs/4.0/security/glossary.html#CA_Signing_Policy

12 http://www.globus.org/toolkit/docs/4.0/security/glossary.html#Grid_Map_File

13 http://www.globus.org/toolkit/docs/4.0/security/glossary.html#GAA_Configuration_File

14 http://www.globus.org/toolkit/security/firewalls/
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Your end-user certificate may have expired
grid-cert-info
CA

The permissions may be wrong on your proxy file

Globus Toolkit

grid-proxy-destroy  grido-proxy-init
fix

The permissions may be wrong on your private key file

grid-proxy-init

fix

CA
The remote system may not trust your CA CA
end-entity CA
See the [TODO. add admin guide link] for

details. >

You may not trust the remote system's CA
CA

CA

CA
See the [TODO: add admin guide link] for details.
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There may be something wrong with the remote service's credentials

The content of the gridmap file does not conform to the expected format

grid-mapfile-check-consistency

The gridmap file does not contain a entry for your DN

grid-mapfile-add-entry
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GridFTP

GridFTP

GridFTP

the GridFTP Admin Guide? docbook

GridFTP

inetd/xinetd

root
root

globus-gridftp-server < -s | -8 > <args>

root
~/.gridmap

grid-proxy-init

1 http://lwww.globus.org/toolkit/docs/4.0/data/gridftp/admin-index.html
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inetd Xinetd

-i inetd Xinetd

inetd xinetd Configuration and command line

options?

GridFTP

"striped server”

IPC

inetd
globus-gridftp-server <argss> -r <host:ports>[,<host:ports>,...]

globus-gridftp-server -p <port> -dn

-p <port> ipc

machineB> globus-gridftp-server -p 6000 -dn
machineC> globus-gridftp-server -p 7000 -dn
machineA> globus-gridftp-server -p 5000 -r machineB:6000,machineC:7000

machineA:5000
globus-url-copy -stripe

2 http://www.globus.org/toolkit/docs/4.0/data/gridftp/GridFTP_Public_Interfaces.html#config
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globus-url-copy -stripe gsiftp://machineA:5000/file
file:///destination

or

globus-url-copy -stripe gsiftp://machineA:5000/file ¥
gsiftp://machineX/destination

machineX GridFTP

globus-ftp-client-test
Globus

SGLOBUS_LOCATION/test/globus ftp client test/
ATESTS.pl

Call for Community Testing3

import< >

GridFTP

telnet

% telnet localhost 2811
Trying 127.0.0.1...

Connected to localhost.
Escape character is '"]'
220 GridFTP Server localhost.localdomain 0.11 (gcc32dbg, 1098910702-1) ¥

ready.

220

3 http://www.globus.org/toolkit/testing/calls/
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letc/gridsecurity/gridftp.conf $GLOBUS_LOCATION/etc/gridftp.conf
discuss@globus.org

gridmap

discuss@globus.org

4 http://lwww.globus.org/toolkit/docs/4.0/security/prewsaa/admin-index.html
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Web

Web —

containercert.pem containerkey.pem

the Java WS Core Admin Guide? docbook

globus

$ $GLOBUS_ LOCATION/bin/globus-start-container

Starting SOAP server at: https://140.221.57.104:8443/wsrf/services/

With the following services:

[1]1: https://140.221.57.104:8443/wsrf/services/IndexFactoryService

[2]: https://140.221.57.104:8443/wsrf/services/TriggerFactoryService
[... more services listed ...]

[47]: https://140.221.57.104:8443/wsrf/services/ManagedJobFactoryService
[48] : https://140.221.57.104:8443/wsrf/services/TestServiceRequest

J2SE 1.3.1. JAAS?

globus-start-container
globus-start-contaner

-help

-p port

-quiet

-nosec HTTP

-containerDesc file

-profile name

1 http://lwww.globus.org/toolkit/docs/4.0/common/javawscore/admin-index.html
2 http://java.sun.com/products/jaas/index-10.html
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Java WS Core

Web

server-config.wsdd | (web )-Web

jndi-config.xml (JNDI )-

security-config.xml ( )- WEBSERVICES
AUTHENTICATION AND AUTHZ

$GLOBUS_LOCATION/etc/
service name

S$GLOBUS_LOCATION/etc/globus_wsrf core

<parameter name="name" value="value"/>
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disableDNS false

DNS

logicalHost hostname
GLOBUS_HOSTNAME
FQDN
disableDNS boolean logicalHost DNS
false DNS
domainName domanin name
publishHostName | boolean T

[1]: https://140.221.36.14:8443/wsrf/services/TriggerFactoryService

1P

<parameter name="logicalHost" value="mayed.mcs.anl.gov"/>
<parameter name="publishHostName" value="true"/>

[1]: https://mayed.mcs.anl.gov:8443/wsrf/services/TriggerFactoryService

Java WS Core

profile.name-serverconfig.wsdd

—profile name

$SGLOBUS_LOCATION/etc/globus wsrf core/server-config.wsdd
SGLOBUS_LOCATION/etc/globus_wsrf core/jndiconfig.xml

BAREER: 7 vk
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RFT

RFT GridFTP

RFT
RFT RFT

the RFT Admin Guideldocbook

PostgreSQL
PostgresSQL
PostgreSQL 7.1 RFT
RPMs DEBs
PostgreSQL 7.3.2
PostgreSQL PostgreSQL 2
TCP postmaster postmaster
_0 H_i”
RFT createdb rftDatabase
RFT psql -d
rftDatabase -f $GLOBUS_LOCATION/share/globus_wsrf_rft/rft_schema.sql RFT
RFT

SGLOBUS_LOCATION/etc/globus wsrf rft/jndi-config.xml
ReliableFileTransferService <service> dbConfiguration

PostgreSQL
connectionString Globus
PostgreSQL

1 http://lwww.globus.org/toolkit/docs/4.0/data/rft/admin-index.html
2 http://lwww.postgresgl.org/docs/manuals/
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ReliableFileTransferService
backOff RFT

maxActiveAllowed

import

PostgreSQL

"Error creating RFT Home: Failed to connect to database ...
Until this is corrected all RFT request will fail and all GRAM jobs ¥
that require staging will fail". ¥

Postmaster TCP Postmaster

3 ##step2
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WS GRAM

WS GRAM

WS GRAM

WS GRAM Key Concepts!? Implementation

Approach?

the WS GRAM Admin Guide3 docbook

WS GRAM
GRAM
sudo
WS GRAM WSRF
GRAM
WS GRAM WSRF GRAM
globus
WS GRAM
grid-mapfile
Gridmap
1] Ikey/

2 http://lwww.globus.org/toolkit/docs/4.0/execution/key/WS_GRAM_Approach.html
3 http://lwww.globus.org/toolkit/docs/4.0/execution/wsgram/admin-index.html
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GRAM
GRAM DN GRAM

DN
$GLOBUS_LOCATION  bin/grid-cert-info

% bin/grid-cert-info -identity
/0=Grid/0U=GlobusTest/OU=simpleCA-foo.bar.com/0OU=bar.com/CN=John Doe

/etc/grid-security/grid-mapfile
GRAM
DN

"/0=Grid/0OU=GlobusTest/OU=simpleCA-foo.bar.com/OU=bar.com/CN=John ¥
Doe" johndoe

sudo

WS GRAM sudo WS GRAM

WS GRAM GRAM
sudoers
sudo

WS GRAM
GRAM Fork
WS GRAM

GRAM
4.0 WS GRAM
PBS4 Condor> LSF6

RFT

RFT PostgreSQL

4 http://lwww.openpbs.org/
5 http://www.cs.wisc.edu/condor/
6 http://www.platform.com/products/LSF/ < >
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< 9 PostgreSQL >
GRAM RFT

RFT

sudo

include < >

Globus Toolkit
letc/grid-service/containercert.pem  containerkey.pem

cd /etc/grid-security

cp hostcert.pem containercert.pem
cp hostkey.pem containerkey.pem
chown globus.globus container*.pem

o\° o\° o\ o\

globus.globus

/etc/grid-security$ 1ls -1 *.pem
-rw-r--r-- 1 globus globus 1785 Oct 14 14:47 containercert.pem

-r-------- 1 globus globus 887 Oct 14 14:47 containerkey.pem
-rw-r--r-- 1 root root 1785 Oct 14 14:42 hostcert.pem
-r-------- 1 root root 887 Sep 29 09:59 hostkey.pem
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WS GRAM PBS Condor LSF

pbs
cd $GLOBUS LOCATION¥gt4.0.0-all-source-installer
make gt4-gram-pbs
make install

o\° o o\

PBS
psub gstat pbsnodes

PBS rsh

cd $GLOBUS LOCATION/setup/globus
./setup-globus-job-manager-pbs --remote-shell=rsh

o\ o\

GRAM and GridFTP file system mapping” PBS

GT PBS WS GRAM
sudo
GRAM sudo
sudo
GLOBUS_LOCATION letc/sudoers root

/opt/globus/GT3.9.4
GLOBUS_LOCATION

7 http://www.globus.org/toolkit/docs/4.0/execution/wsgram/WS_GRAM_Public_Interfaces.html#filesysmap
<

http.//www.globus.org/toolkit/docs/4.0/execution/wsgram/WS_GRAM_Public_Interfaces.html#s-wsgram-Interface Confi
g_Frag-filesysmap
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# Globus GRAM entries

globus ALL= (usernamel, username?2)

NOPASSWD: /opt/globus/GT3.9.4/libexec/globus-gridmap-and-execute
/opt/globus/ GT3.9.4/libexec/globus-job-manager-script.pl *
globus ALL=(usernamel, username?2)

NOPASSWD: /opt/globus/ GT3.9.4/libexec/globus-gridmap-and-execute
/opt/globus/ GT3.9.4/libexec/globus-gram-local-proxy-tool *

< GT73.94 >

GridFTP

/etc/grid-security/containercert.pem
containerkey.pem

$SGLOBUS_LOCATION/etc/globus _wsrf core/global security descriptor.xml-

$SGLOBUS_LOCATION/etc/globus wsrf core/server-config.wsdd
ContainerSecDesc

8 http://www.globus.org/toolkit/docs/4.0/security/authzframe/security_descriptor.html#descFile
<

http.//www.globus.org/toolkit/docs/4.0/security/authzframe/security descriptor.html#s-authzframe-secdesc-configDesc




















































































