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the globus project by courtesy of Steve Tuecke

www.globus.org
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October 12, 2001 Intro to Grid Computing and Globus Toolkit™



the globus project by courtesy of Steve Tuecke

Grid

1)
. . 1)
2) Single Sign-on
2)
3) 3
ftp,ssh,MPI,Condor,Web,... ) _
4) Kerberos, AFS, license mgr.
4
5) Proxies/agents ( ) )

AP1/SDK

GSS-API
SDK
GlobuslO, Condor-G, MPICH-G2, HDF5,

October 12, 2001 Intro to Grid Computing and Globus Toolkit™
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three key functions in a Grid security model

& Multiple security mechanisms
»VO

& Dynamic creation of services
b

& Dynamic establishment of trust domains

> VO
(trust domain)

> trust domain

Von Welch, et.al., Security for Grid Services, HPDC-12, 2003
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tv Chall . d Envi

»

<

& The Integration Challenge

g
& The Interoperability Challenge
e Hosting Environment

Interoperatility
@ Protocol level
& (SOAP/HTTP )
@ Policy level

(party)
@ Identity level
¥ Identity

+ Identity Identity
Credential

Nataraj Nagaratnam, et.al., Security Architecture for Open Grid Services
GWD-I (draft-ggf-ogsa-sec-arch-01)

(7 Nt JUCT



tv Chall . d Envi

& The Trust Relationship Challenge

>

@ ldentity and authorization
< identity, privilege
@ Policy enforcement

@ Assurance level discovery

+ Privacy, virus protection, firewall usage, VPN, etc.
@ Policy composition

1
-
d

@ Delegation

Nataraj Nagaratnam, et.al., Security Architecture for Open Grid Services
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Grid Security Requirements

& Authentication

& Delegation

& Single Logon

& Credential Lifespan and Renewal
& Authorization

& Privacy

& Confidentiality

& Message integrity
& Policy exchange
& Secure logging

& Assurance

& Manageability

& Firewall traversal

& Securing the OGSA infrastructure
Nataraj Nagaratnam, et.al., Security Architecture for Open Grid Services
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UNICORE
Globus Toolkit (GT2 & GT3)
GRIP — UNICORE&GIobus
Grid Portal

UNICORE
David Snelling (Fujitsu Europe)
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©  Architecture FUJITSU

| i s s e £ e A AN T R S N

User Certificate UNICOREPro

Client

Job preparation/control

Arcon
Client Toolkit

Runtime Interface

Preparation and
Control of jobs

User Certificate

UNICORE

_ _ AJO/UPL Unsafe Internet (SSL) AJO/UP]
SIE ISt optional firewall UNICORE
e e _ Site List
User authentication UNICORE Gateway UNICORE Site
NaReGl
| firewall

Safe Intranet

Jobs & (TCP)

data to
other
sites

/Incarnated job Status requ@

Target System Interface s
(TSN TSI TSI

~

Commands 1 files Blade

W

PrimePower

Batch Subsystem Any cluster
management system

QuickTime™ and a
GIF decompressor
are needed to see this picture.

Fujitsu Laboratories of Europe © 2003 y courtesy of David Snelling



The UNICOREpro Client ////

m Graphical Interface to UNICORE Grids
m Completely written in Java
m Open Source under Pallas Community License
m Job Preparation, Monitoring and Control
m Complex Workflows g st o .
= File Management T
= Certificate Handling s
= Integrated Application Sela
¢ B FLE W
Support | P -
@ ?ﬁ._.,.:._.mmimk Ouiabo <M.J5=
¢ T cats fuenpe
e [ sroor <grokan
& [ suerenumrus
e [ zusem <
§ B cawusa
o oot
By Courtesy of Ralf Ratering St i ot o v

© Pallas GmbH. No distribution without authorization.




UNICORE Grids ////

® For FLE V4

o Ij Leander =MJ5= ﬁ UNICORE SlteS

- Ij Dceator =MJ5=

o 8 Fonder Notebook Gateway installed at site

o [ fender <nus=

o ﬁ' Gate Europe ] ]
- Ij Broker =Broker= Ij V|rtua| SlteS

e [ supreEnUM <NIS-

o [] zusoz1 <5 NJS (Network Job Supervisor)

@ FT Gate USA
o [ eniaci<nig

- Ij UNPMAC =MNJS5=

Configure your own Grid:

«— Gateway http://www.unicorepro.com/unicoreSites.xml

addresses Inaregi/naregiSites.xml

By Courtesy of Ralf Ratering

© Pallas GmbH. No distribution without authorization.




Authentication: User certificates ////

[M UNICOREpro: Keystore Password

Enter Password: |*”’“”’“““1

| Ok | | Cancel | = =
(M UNICOREpro: Set Identity x|
Enter password to unlock keystore: C:iDokumente und Einstellungen'rrateLunicorepro'keystore
Virtual Sites
UNICORE Site: | <all> -
= UNICORE Site | “irual Site | Cetificate
LMl Keystore Editor x| FLE w4 Leander <hJS= Hefault -
File Actions FLE 4 Occator <hlS= defalt -
W Fender Motehook fender =hJ5= ralf ratering's leibniz-rechenzentrum id =~ v
. Gate Europe Eroker =Broker= ralf ratering's leibhiz-rechenzentrurn id
alf ratering{Defautt) Gate E SUPREMUR <k JS: default b
N - - _ & EUrape <l = (=) =101
ralf ratering's leibniz-rechenzentrurm id P .
Gate Europe Zuze 11 =hJS= ralf ratering b
Gate IS4 EMIAC | <M JS= ralf ratering b
Remove Details Gate LS, U AT =hlJS= detaut -
| Set as Default | | Check CRL |
| ExportPublickey | | Change Alias | S
PKCS12 J
. 7 | 0] 1 | | Cancel |
L]
Key entries: Who am |~

Using different identities

By Courtesy of Ralf Ratering

© Pallas GmbH. No distribution without authorization.




Authentication: Trusted entries ////

i general |

Information about this certificate

issued for: L-CA
[ﬂ KE‘,-'EitOI'E Editor il Leibniz-Rechenzentrum

DE-Muenchen
File Actions
- issued n: LRZ-PCA
Eurugrld ca Leibniz-Rechenzentrum, Folicy
pallas test ca certificate Cerification Autharity
DE-Minchen
pallas software development
-Ca

valid from Jan 30 2003 valid to Jan 29 2007

Remove Details /W You don't have a private key for this certificate.

Check CRL
PKCS12 I | save || ok |

Trusted certificates: View detalls
Whom do | trust? about certificate

By Courtesy of Ralf Ratering

© Pallas GmbH. No distribution without authorization.



Authentication: How does it work? ////

Send User Certificate

v

Send Gateway Certificate

d
<«

Est on
AR

ablish SSL Connecti
s

Trust Gateway Trust User
Certificate Issuer? Certificate Issuer?

By Courtesy of Ralf Ratering

© Pallas GmbH. No distribution without authorization.



Authentication: How does it work? ////

Send signed job object over SSL

e, AJ O User W,‘%/
Certificate

////f Forward signhed
J

i job object

_ Certificate
Lookup login

for user
certificate

\

Execute job on

Lookup
incarnation rules

By Courtesy of Ralf Ratering

© Pallas GmbH. No distribution without authorization.




Certificate Mapping in UUDB ////

m Certificates are mapped in the UNICORE
User Database (UUDB) to UNIX logins

typical UNICORE user

v

Certificate 2 Xlogin B

User has to specify

Xlogin in job Xlogin D
Certificate 5 Xlogin E

Xlogin F

ASP without specific
Certificate 8 login per user

Certificate 9 Xlogin |

Certificatel0

By Courtesy of Ralf Ratering

© Pallas GmbH. No distribution without authorization.




UNICORE — —

Distribution Point”

3
& Delegation

gw.check crls true
V3 extension “CRL
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GT2 (GSI)

@ X.509
&
>
e
@
& X.509
- subject (user ID, host name)
.
E CA) 1D
- (CA) ‘“ 7 Subject DN
@ Subject
@ subject Issuer (CA)
@ Digital Signature -

» gy i
T O e ST



Proxy

-7 TS e ~
e \’*- /.’
,'/ \ .[ Proxy
.| Subject DN \ /| Subject DN/Proxy
. /
I .
.| Issuer (CA) /
\. | Digital Signature |, Issuer ( )
\ 2 Digital Signature
\. - ‘ /‘

Subject DN

"\| Issuer (CA)

"Digital Signature
o\. 7

.--_'
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Proxy

3
» X.509 End Entity (EEC) Proxy
(PC)
- PC EEC

>
» PC EEC identity Identity

» X.509

g
e Proxy CSR

» EEC PC CSR
& Delegation 2

< @:

ia-Pacific Gri

e
P\int-r

2IST




Delegation
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Delegation

Asia-Pacific Gri
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GSl1

3
3
3
Proxy

»(globus ) grid-proxy-init

-

»grid-proxy-init

Proxy

3 Proxy delegation

single sign on

4I€T



GT2- —

3 (hash_value.O)
» /etc/grid-security/certificates/
» ${GLOBUS LOCATION}Y/etc/certificates/
» ~/.globus/certificates/

3

4 CRL
» hash_value.rO
» CRL

» CRL

3
& GRAM Delegation Limited Proxy

Asia-Pacific Gri

e
I \inf 7
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GT3

3 GT2
» User and Service Credentials
@ X.509 Proxy

@ grid-proxy-init

» Resource Authorization
@ grid-mapfile

» Application Interfaces
@ GSSAPI

» Proxy
@ Impersonation proxy
@ independent proxy

» \Web Service Protocol
» Improved resource security model
» Removal of network services from trust model

< === rei " UST



GT3

o9 R
>
@ SOAP
-
- GT2

& WS-Security Secure Conversation
Service

By Courtesy of Hidemoto Nakada

Asia-Pacific Gri
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By Courtesy of Hidemoto Nakada
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<

»SOAP
e O

<

By Courtesy of Hidemoto Nakada
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GT2 GRAM

Job request

gatekeeper

By Courtesy of Hidemoto Nakada
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GT3 GRAM

requestor
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Security Basics

e Public/private key infrastructure to establish
connections

e X509v3 certificates (incl. extensions)
UNICORE:
e End-to-end security, jobs signed

e Keys & certificates are stored in a keystore at the
client side

Globus:
e Transitive trust, proxy certificates

e Keys & certificates are stored on the file system

By courtesy of Philipp Wieder



GSI - Grid Security
Infrastructure

Interfacing Globus through UNICORE

Client X.509 user cert
A —
\ 4
Gateway
A
v
NJS
A
TSl 8 <— Globus proxy
i N - A
Globus client
Uspace :
GS|enab|ed ........................... Target SyStem
...auth & comm,
Globus server MDS
g ............................................................ GIObUS hOSt

By courtesy of Philipp Wieder



Security Interoperation

e Proxy Certificate Plugin generates a proxy from the
UNICORE user’s private key

e The proxy certificate is transferred to the user’s
Uspace

e Proxy used for every task involving GSI enabled
authentication & communication

e Configure Globus client (TSI) to use proxy

e Configure Globus server to trust signing CA

Details next slide ...

By courtesy of Philipp Wieder



Proxy Certificate Creation & Transfer

I_ Create proxy & Proxy is valid for chh:mm:ss): |12:00:00 |

Z Proxy encapsulate in Key size (bytes): 512 @ 1024 ) 2048 ) 4096

LL] i | certificate | i Site-specific B o, 0

- t Security Object ok || cancer |

(TI) __________________________________ SSO (SSO) Enter default values for UNICORE proxy certificate plugin
Gateway

}
Network Job

e
L]
= Supervisor (NJS)
L]
)

\—/ certificate

Unpack proxy into
$USPACE/ .proxy

Proxy

Job Directory (Uspace)

By courtesy of Philipp Wieder
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Grid

& Proxy Web

»( )Grid Port (NPACI HotPage)
» MyProxy

»AlST Grid Lib Portal

»AlST Grid PSE Builder

e
I \inf 7
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/

globusrun invoke *
:  grid-proxy-init Servlet
’ (Apache +
Tomcat)

L4

&
L4
L4

Web

grid-proxy-init

‘%% @ia:=5r'i=e
[ S, T



MyProxy

HTTP server
+
Servlet
(Apache +
Tomcat)

globusrun

Myproxy
server
Proxy

client machine

7V UI IU'IJI UA_y‘IIIIL
% myproxy-init

AP N
7 GGE

delegation




S

client auth./

L]

4

~

o AIST GridLib Po[al

:  SignOn/SignOff > HTTP server
globusrun i Job Control +
i submission/query Servlet
Icancel (Apache +

Tomcat)

Job Queuing :
Manager JDBC Interface

.. . & (TCI.DIIP)
Signing Server >igning Server
grid-proxy- :
init »
$‘ A 0 ()
accounting DB
information Postgre

@ NS i
Geate Lerereaeens

N\
LK
? i
Il

i user



Grid PSE Builder

Web
delegation

=
<—J)client auth.//- =

O o [
. ......... AlST G“dl_lb Po al .....................

SignOn/SignOff HTTP server user

H pu }
globusrun i Job Control +
i submission/query Servlet

Icancel (Apache +
) Tomcat)

4

M Job Queuing :
i Manager JDBC Interface

: & (TCP/IP)
M Signing Server :

» :
A Accounting
accounting DB

information (Postgress)

¢ ===



& OGSA Security Architecture?
& Proxy

¥
& Federation
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& OGSA SEC

» Nataraj Nagaratnam, et.al. “Security Architecture for Open Grid
Services”,
GV\//D—I (draft-ggf-ogsa-sec-arch-01), http://www.ggf.org/ogsa-sec-
wg

» Fank Siebenlist, et.al. “OGSA Security Roadmap”
GWD- I/(draft—ggf—ogsa—sec—roadmap—Ol), http://www.ggf.org/ogsa-
sec-wg

& UNICORE

» T. Gross-Walter, et.al. “An Analysis of the UNICORE Security Model”,
https://forge.gridforum.org/projects/ggf-
editor/document/GFD.18/en/1

» UNICOREpro Client User Guide

& Globus Toolkit

¢«

» Steve Tuecke et.al. “Internet X.509 Public Key Infrastructure Proxy
Certificate Profile”, GWD: draft-ggf-gsi-proxy-04,
http://www.gridforum.org/2_SEC/GSI.htm

» Von welch et.al. “Security for Grid Services”, In Proceedings of HPDC-
12, 2003

» Pearlman, L. et.al. “A Community Authorization Service for Group
Collaboration”
In Proceedings of International Workshop on Policies for Distributed
Systems and Networks, 2002
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