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OGF19

— OGSA-AuthZ-WG

— OGSA-AuthN-BoF

— Security Area Meeting

Federated Identity Workshop
— ID Shibboleth

— Shibboleth

- etc...
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GGF OGF

e OGSA-WG: 2
— OGSA Basic Security Profile 1.0 — Core
— OGSA Security Profile 1.0 — Secure Channel

e OGSA-AuthZ-WG: OGSA

— OGSI (Open Grid Service Interface) SAML 1.1
— OGSA WSRF Basic Profile  SAML 2.0 XACML 2.0

e OGSA
« Shibboleth ID

o |IGTF (International Grid Trust Federation):
— CA
— PMA(Policy Management Authority)
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OGSA-AuthZ-WG
. . David Chadwick ( )

- : (2/13, 3/7, 4/3, 4/23)

- 1 WG
. ( 3 )

- 2 (WS-Trust XACML request/response

)
— Nate Klingenstein OASIS XACML request/response

— XACML request/response

VOMS
— ML

— Tom Scavo
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OGSA-AuthZ

« Functional Components of Grid Service Provider
Authorisation Service Middleware
— OGSA
— 4

Authorised

Grid request
1 | GRID
Grid User access” PEP [ target resource
request Context Handler

i *
Validate | | roturn mCML\'R XACML
User| | .l Authz Hn Authz
|
|

/ Query | \Statement

,/’"f S
~ Access Control
Credential Policy

Validation Folicy

Fig 1 PEP Context Handler — Push Credential
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XACML Context Profile

« Use of XACML Request Context to access a PDP
— “SAML 2.0 profile of XACMLv2.0(*)”

« PDP
— SAML Request Response (XACML Authz Decision
Query  XACML Authz Decision Response )

— XACML Request Context

— XACML Response Context

— XACML Request Context

- )
ResourceAttribute
"urn:oasis:names:tc:xacml:1.0:resource:resource-id”

<wsa:.To>

* OASIS “SAML 2.0 profile of XACMLVv2.0”. OASIS standard. 1 February 2005
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WS-Trust and SAML Profile

Use of WS-TRUST and SAML to access a CVS

— WS-Trust Profiles for SAML PEP CVS
- (Push Mode) (Pull
Mode) CVS
- XACML Request Context
urn:oasis:names:tc:SAML:2.0:profiles:attribute:XACML SAML
Credential Push Mode Credential Pull Mode

Credential

Credential Validation Policy
Validation Policy

Shibboleth

* Anthony Nadalin (Editor) “Web Services Trust Langage (WS-Trust)”,
Feb 2005 available from ftp://www6.software.ibm.com/software/developer/library/ws-trust.pdf
** QASIS. “Profiles for the OASIS Security Assertion Markup Langage (SAML) V 2.0”, OASIS Standard, 15 March 2005




OGSA-AuthN-BoF

. . Alan Sill ( )

— WG
. ID etc...
. [ 1
* Username/Password
« SAML

— (LoA)
. LOA
e LOA-RG

— ML

— Shibboleth Nameldentifier X509

SAML GSI
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Security Area Meeting

. . David Groep

— Security Area Director
» David Groep (UK e-Science Project) Blair Dillaway (Microsoft)

— Security Area

* OGSA-AuthZ-WG
— OGSA-AuthZ-WG

 FI-RG
 LoA-BoF
- CA (Level of Assurance: LoA)
LoA BoF
e TC-RG

— Trusted Computing—RG

— OGF

e CAOPs-WG IGTF OGSA-WG (Security Session) HPC-Profile-WG SAGA
Security APIs

o Security Area WG
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Federated Identity Workshop

e 1/30(C ) 9:00 17:30(1.5h x 4 Sessions)
. . Ken Klingenstein  (Interenet2?)
 Agenda:
— Session 1:
- -_IoEnti_ty ﬁed?ram)n:_ScTne_Challenges and T_ho@ht_s: Von Welch@NCSA™ ~—

— Session 2:

i - Rule—based data.management.Reagan. Maore@SDSC . e e e o o o —
» Adapting to Federated Identity — SHEBANGS - : Mike Jones@Univ.of Manchester I
|« Interoperability Shibboleth — gLite: Christoph Witzig@SWITCH

— Session 3:
» All About Attributes (in federated identity): Nate Klingenstein@internet2
« The Art of Federations: Ken Klingenstein@Internet2
* The Role of the IGTF: Yoshio Tanaka@AIST
e SuraGrid: Mary Fran Yafchak
* TeraGrid: Von Welch@NCSA
» Level of Assurance: Ning Zhang (UK e-Science)
— Session 4: VO
* Privilege Management: Ken and Nate Klingenstein@Internet2
e caBig project: Grid Grouper:
* Multiple source of Authorities
* RP decision which SoA to rely on
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Federated ldentity  ?

 Federated Identity

— Identity ( )
—IdP  SP (bi-lateral)
— Federation bi-lateral
o |dentity
— (R&E)
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'INTERNET@

'Féderated identity and federations

 Federated identity —passing of information from an identity
provider (IdP) to a relying party or service provider (SP) for an
access control decision

 Bi-lateral, likely appended to an existing business relation
e Usually uses SAML

 Federation — bi-lateral or compound passing of information from
several IdP and others to a SP

 Multi-institutional, broad communities with multiple IdP and SP

* Needs metadata management, more sophisticated attributes
(including scoped), multi-lateral trust management, agreements on
standards, more sophisticated AAP and ARP mechanisms, etc.

 Usually uses Shibboleth or a compatible

Slide courtesy of Ken KIingenstein@lnternetZ I




INTERNET._ Three T ypes of Identity

Global basic identity
 Passport, driver’s license, qualifying X.509 cert
 Federated enterprise

 Enterprise provides identity management for its users

* Enterprises federate to build inter-realm trust and
Identity; federations peer

* Peer to peer
» Self asserted, individual to individual
* Lots of approaches, many clever

Hybrids and others

Slide courtesy of Ken Klingenstein@Internet2




| | INTE RNETs Attrlbutes |

o Attributes have well-defined syntax and semantics across
the relevant community

 Typically have controlled vocabulary of possible values,
though some values are open-ended in meaning.

« May be personally identifiable or more general

 Exist in many forms, from storage (LDAP) to transport
(SAML, attribute certificates) to metadata (OIDs, rfc’s,etc.)

« Come from “sources of authority”
o Are often used to determine access

* |n shifting the focus from identity to attributes lies the ability
to preserve privacy

Slide courtesy of Ken Klingenstein@Internet2 I




INTERNETs.

" Entitlements

A particular and common attribute, giving a
person permissions to use certain resources

* Are often delegated, constrained, time-limited,
etc.

« Can be managed, at enterprise and end-user
levels, with a privilege manager (e.g. Signet)

 Controlled complexity

» Have much to offer VOs in moving from identity-
based authorization to better models

Slide courtesy of Ken Klingenstein@Internet2 I



INTE n_n el Federating Software

 Almost all software built on OASIS SAML standard. Many
vendors moving towards SAML 2.0

« Most R&E federations use Shibboleth 1.x or a compatible (e.g.
properly configured Sun Identity Manager, A-Select, etc.)

« SAML and Shib have been deeply joined from the beginning (c
2000). Shared design, OpenSAML a major part of Shib, Scott
Cantor (OSU) lead Shib architect and SAML 2.0 editor...

« SAML addresses more the bi-lateral use case; Shib the multi-lateral
» Apache 2.0 type license open source
 Shib 2.0 alpha due out in April
« WS-Fed, part of WS-*
 Proprietary MS and IBM trust framework
« Works well with ADFS and enterprise MS

I Slide courtesy of Ken Klingenstein@Internet2 I



INTEHNETm

'Féderated Applications

» Mostly access controls to content

 The first shibbed collaborative apps are
appearing...

 Several WIkIS

* Digital repositories such as DSpace and Fedora
 Learning Management Systems such as WebCT
* IM, p2p fileshare (Lionshare), CVS

* Grid-Shib integration in several ways
e SIP basepetools vsdeOﬁonferencmg

audioconterencinag) within reach
o tstrapping from duct tape sometimes a
pro%F PpINg P

Slide courtesy of Ken Klingenstein@Internet2 I




" INTERNET

7" Current State — R&E

» R&E federations moving forward rapidily in many
countries, including the US, UK, France,
Germany, Sweden, Australia, Switzerland,
Norway, Netherlands, Finland, Denmark, etc.

» State university systems federate — Texas,
California, Maryland, Cal State, Ohio, etc.

» Use primarily Is access to content and services,
but eScience, collaborative apps and virtual
organizations are on the map

* Inthe US, InCommon has approximately forty
members.

Slide courtesy of Ken Klingenstein@Internet2 I




INTE RN ETsl

~ " Current State - Gov

 Several national governments are
developing federations of agencies and
offering services to external users

« Within the US, several national governments
are developing federations ©

o GSA EAuthentication
 NSF
e NIH

* Close and strange working relationships with
InCommon

Slide courtesy of Ken Klingenstein@Internet2 I




- eAuthentication

%) Welcome to the E-Authentication Home page — Mozilla Firefox

JeEY REE FTW ERE ebe-hiE w-lm aiH

B=1e3

E ||_| httpe Ao cio.gov e Buthentication’

&>

[+[ & [CF]

&)

@ TLihts ) B¥RZ1-2
{i} Wizz RSS 2.1.7

[ B | & 2e-koies @ 07 (4 47030 [H Watch Liste

¥ ¢ " Authentication

L SECURE GOVERNMENT ACCESS

Key Personnel Links

Library

E-Authentication Mission:
Public trust inthe security of information exchanged over the Internet plays a vital
rale in the E-Gov transformation. E-Authentication makes that trust possible.

E-&uthentication iz setting the standards for the identity proofing of individuals and
husinesses, based on risk of online services used. The initiative will focus on
meeting the authertication business needs of the E-Goy initistives, building the
necezzary infrastructure to zupport common, unified processes and =ystems far
government-weide use. Thiz will help build the trust that must be aninherent part of
every onlinge exchange between citizens and the Government.

E-Authentication Federation Expands

The E-Authentication Federation achieved significant growth last week with the
addition of 15 neww relying party systems. This expanzion mare than doukles the total
of operational relving parties in the Federation, bringing that number to 31 systems.
Click here for more

E-Authentication Launches Federation

The E-Authertication Inttistive has successfully launched the E-Authentication
Federation, a public-private partnership that will enable citizens, businezses and
government employees to access anline government services using log-in 1Dz issued
by trusted third-parties, both wvithin and outzide the government. Click here for more

E-Authentication Publizshes Interface Specification 1.1

ONLINE

o F5,

Partners

Policy:
Guidance for Federal Aqencies

MI=T Special Publication 200-63
w509 CP for the E-Governance CA's

Getting Started:

Legal Document Suite

Technical Architecture

Selecting an Approved Technology
E-Authentication Federation Membership List
Handbook for Federal Agencies

Handbook for Credential Service Providers
Cookhook

Aszessment:

E-R&

Credertial Assessment Suite

Guide for Preparing a Credential Azsessment

Te=sting:
Lak Application
Irteroperabilty Lak Concept of Operations

Implementing E-Authentication:

rrved.

28



Shibboleth

. Internet2/MACE (Middleware Architecture
Committee for Education)

— Federation
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Shibboleth /

. WAYF(Where Are You From) |dP
. |dP
. ldP  SP
. SP IdP
e |dP 2
SSO
e SAML1.1 /
WAYF
IdP (Where Are You
From)
&
&
IdP
SP
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Federation

Federation

InCommon Federation Internet2 40
URL: http://www.incommonfederation.org/

InQueue Federation Internet2 200
URL: http://inqueue.internet2.edu/

SWITCHaai |dP SP | The Swiss 40

( Education
) &
URL: http://www.switch.ch/aai/ Research
Network

SDSS UK | EDINA 50
Access Management Federation
URL: http://sdss.ac.uk/

URL: http://www.ukfederation.org.uk/

Haka CSC(Finnis 20
URL: h IT center
http://www.csc.fi/suomi/funet/middleware/english/ | for

science)
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SHEBANGS

« SHEBANGS (Shibboleth Enabled Bridge to Access
the National Grid Service)

o SHEBANGS National Grid (NGS)
Federation

 NGS GSlI

* Credential Translation Service (CTS) Shibboleth
SP IdP

e CTS GSlI
NGS MyProxy (On-line CA )

. NGS ( MyProxy

GSlI )
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Portal Access to the National Grid Service Today

1-7 Client logs into CTS via Shibboleth Mechanisms

7.5 CTS creates an X509 Certificate based upon SAML Assertions

8 CTS delegates a GSI Proxy certificate to MyProxy

9-12 Client uses username/password/MyProxy triplet to access the Grid via the Portal

Identity
Provider @ MyProxy

Retrieve SAML Assertions Delegate Credential

A

Client Authentication

UoNLII[2(] 103

()
[ \P?‘j [enuapar) isanbay

.
/ 10 Portal
o _

Translation —— = Campus = = Grid -

Combining the strengths of UMIST and

e e e Slide courtesy of Mike Jones@The Univ. of Manchester




SWITCH

 EGEE (gLite)
e SWITCHaal — a national Shibboleth—-based AAI

— 16 75% SWITCHaali
— 100 10% SWITCHaal
e Shibboleth 2 SP

— SLCS (Short Lived Credential Service)
— VASH (VOMS Attributes from Shibboleth)

e Shibboleth Federation
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Gy Basic Idea

Enabling Grids for E-sciencE

proxy
> X.509
w/ AC

SP1: SLCS SP2: VASH

IdP

(provides authN and authZ attributes)

Slide courtesy of Christoph Witzig@SWITCH

EGEE-II INFSO-RI-031688 gLite Shib OGF19 Jan 30, 2007 6




Enabling Grids for E-sciencE

Design goals:
Private key is never transferred

=l

slorne

X509

I EGEE-II INFSO-RI1-031688

Use commercial CA and only standard protocols

Modular design such that other people can use components

2. HUTHE‘HTIGE[E 4. SﬁML attrlbules FH‘GE#‘IE
3 handle TN E PKCS#7
(Browser POST) "

5. OMN + authZ token

SWITCHsIcs

=

6. CSR
8, Cenrtificate

audit

Data
slore

Slide courtesy of Christoph Witzig@SWITCH
gLite Shib OGF19 Jan 30, 2007 14 I




c

 VASH:

— VOMS Attributes from
Shibboleth

Enabling Grids for E-sciencE

Shibboleth Federation "astrologica”

« Shibboleth SP VOMS
(VO "solaris")
— Browser-based
— Specific for
= Federation
= VO

» “lightweight” SP
— No administrator duties

— No management of
attributes

— Simply transfers attributes
upon user request

Shibboleth Federation "astronomica”

Slide courtesy of Christoph Witzig@SWITCH




GridShib

e GridShib:

— NSF( ) NCSA

— Shibboleth Globus Toolkit
e GridShib

— Globus Toolkit Shibboleth IdP Shib-enabled CA SAML
|[dP Proxy(myVocs)

. Shibboleth
— Nameldentifier ID
— Attribute Pull |IdP Attribute Push SP
— Attribute Push IdP X509

2
— Shibboleth Nameldentifier
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the globus alliance

WA ||: fjl.-._-::":J

Implemented Software

e Globus Toolkit extensions
¢ Grid SP protects Grid resources
e Shib IdP extensions
¢ Provides name mapping plugins and certificate
registry Ul
e Shib-enabled CA

¢ Issues short-lived X.509 end-entity credentials
to be stored on the desktop

e SAML Tools
¢ Issues short-lived SAML and X.509 for VOs

fiidi§ THE UNIVERSITY OF Slide courtesy of Tom Scavo@NCSA

% CHICAGO




the globus alliance

WL | | L} | JUS.0rg

IdP Proxy

e Another essential VO middleware component
IS the IdP Proxy (e.g., myVocs)
e An IdP Proxy is useful because:

¢ There is a paucity of campus attributes (and
campus admins are loathe to add more)

¢ VOs have unique attribute requirements

¢ A layer of abstraction between the campus
IdPs and the Grid SPs provides flexibility

e Much activity in this space (UAB, MAMS, USC,
D-Grid)

i
S

7@ THE UNIVERSITY OF Slide courtesy of Tom Scavo@NCSA

Fles
e




Shibboleth-Grid

Shibboleth Federation

- GSI
Shibboleth
’ / Federation
- Id {Grid Portal} “« [on-line CA}

]

—
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e OGSA-AuthZ:

— OGSl
— XACML Request Context Profile WS-Trust
Profile
 OGSA-AuthN:
— OGF19 BoF

* Federated Identity Workshop

— Shibboleth ID R&E

— Shibboleth ID

— Shibboleth Grid on-line CA Shibboleth SP
Shibboleth
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