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OGF

@ eScience Function

»Grid Operations
@ Certificate Authorities Operations WG (caops-wQ)

@ Standards Function

»Security

@ Firewall 1ssues RG (fi-rg)
@ OGSA Authorization WG (ogsa-authz-wg)
@ Trusted Computing RG (tc-rg)

& Others
» Shibboleth-Grid BOF
» OGSA Authentication WG (planned)
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< Grid

& CAOP WG PMA IGTF
& Shibboleth + Grid AA

& OGSA AuthN WG (new)
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& Multiple security mechanisms
»VO

@ Dynamic creation of services
3

& Dynamic establishment of trust domains

> VO
(trust domain)

b trust domain

Von Welch, et.al., Security for Grid Services, HPDC-12, 2003

E7
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& The Integration Challenge

>
& The Interoperability Challenge
B Hosting Environment

Interoperability

@ Protocol level

+ (SOAP/HTTP
@ Policy level

4 (party)

-
@ Identity level

# Identity

4 Identity
Credential

)

Identity



@ The Trust Relationship Challenge
>

@ ldentity and authorization
- identity, privilege
@ Policy enforcement
+
@ Assurance level discovery
i
# Privacy, virus protection, firewall usage, VPN, etc.
@ Policy composition
s
@ Delegation

v



» GS1 X.509 PKI)
VO
» grid-mapfile UNIX

» VOMS (Virtual Organization Membership Service)

» PERMIS (PrivilEge and Role Management Infrastructure
Standards Validation)

» IGTF (International Grid Trust Federation)

@

@
» GIN (Grid Interoperation Now) VOMS
>
» Shibboleth 1D

>

AI€T



QR IGTF

International Grid Trust Federation
AP|EU|TAG

International Grid Trust Federation

(A

") APGrid PMA

&  Msia-Paciiic Grid Palicy Man



23 IGTF

International Grid Trust Federation

AP|EU|TAG

] X.509
>
3
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Q3 1GTF multi PK1 domain

AP EU|TAG
3
» Cross Certification, Cross Recognition, Bridged CA
Pros/Cons
9
..
@
+ HSM CA
@ ..
...
@
..|...
@

& Policy Management Authority (PMA)

(D APGrid PMA

w=mese  Asla-Pacific Grid Palicy Management Authority




March 2003: The Tokyo Accord

AP|EU|TAG

& ... meet at GGF conferences. ...

@ ... work on ... Grid Policy Management Authority:
GRIDPMA.org

& develop Minimum requirements — based on EDG work
& develop a Grid Policy Management Authority Charter
& [with] representatives from major Grid PMAs:

» European Data Grid and Cross Grid PMA:
16 countries, 19 organizations

» NCSA Alliance

» Grid Canada

» DOEGrids PMA

» NASA Information Power Grid
» TERENA

» Asian Pacific PMA:
AIST, Japan; ASCC, Taiwan




B IGTF SMA

International Grid Trust Federation
AP|EU|TAG

& PMA

» EUGrid PMA (established May 2004)

@ Former: EUDG WP6 CA Coordination Group
(started in 2002)

» TAG PMA (going to be established)
@ Former: DOEGrid PMA (started in 2002)

» APGrid PMA (established June 2004)
@ Unofficially started in 2003

¢ PMA

-
- PMA

‘a‘

A APGrid PMA

nmmess  Asla-Pacilic Greid Palicy Management Author




CBIGTF European Grid PMA

AP|EU|TAG

Green: Countries with an accredited CA
o 23 of 25 EU member states (all except LU, MT)
e + AM, CH, IL, IS, NO, PK, RU, TR, “SEE-catch-all”

—

a’i

Other Accredited CAs=
e DoEGrids (.us)

e GridCanada (.ca)
e CERN

e ASGCC (.tw)*

e |HEP (.cn)*

S

* Migrated to APGridPMA per Oct 5™, 2005
Slide by courtesy of David Groep (EUGrid PMA chair)



Inational Grid Trust Federation T h e Am e ri Ca’ S G r i d P I\/I A

AP|EU|TAG

14 CAs, 7 Relying Parties
CA CA RP

& Argentina UNLP @ Purdue Univ. TeraGrid & Dartmouth HEBCA
@ Brazilian Grid CA @ REUNA Chilearn CA & EELA
& CANARIE & TACC & OSG
& DOEGrids » Root & SDSC
@ EELA LA Catch all » Classic & SLCS
@ ESnet/DOE Office > SLCS ® TeraGrid
Science & Venezuela & THEGrid
> FNA_L & Bgll\—/I-Elgf Virginia
@ Mexico UNAM
& NCSA
» Classic
» SLCS

(- DAPGrid PMA

wseews  Asia-Pacific Grid Policy Management Authoriiy



OB IGTF

International Grid Trust Federation

AP|EU|TAG

Asla Pacific Grid PMA

& 2004 6 1
& Minimum CA requirements
& APGrid PMA 2
» Experimental-level CA
@
» Production-level CA
@
& Two memberships
» 13 Ex officio membership
» 4 General membership

& Meetings
>
| F2F

(- DAPGrid PMA

w=mese  Asla-Pacific Grid Palicy Management Authority



International Grid Trust Federation
AP EU|TAG

Members (13 + 4)

& 10 Accredited CAs

» In operation
@ AIST (Japan)
@ APAC (Australia)
@ ASGCC (Taiwan)
@ CNIC (China)
@ IHEP (China)
@ KEK (Japan)
@ NAREGI (Japan)
» Will be in operation

@ NCHC (Taiwan)
@ NECTEC (Thailand)

& 2 CA under review
» NGO (Singapore)
& 1 CA will be ready for
review soon

» PRAGMA (USA)

& Planning
» ThaiGrid (Thailand)
» KISTI (Korea)

& General membership
» Osaka U. (Japan)
» U. Hong Kong (China)
» U. Hyderabad (India)
» USM (Malaysiy




QB IGTF Scope of the PMA

AP|EU|TAG
3
3
3 minimum CA
requirements
- Classic PKI Profile

& Minimum CA requirements

@ 66 6

() APGrid PA

wee Msia-Pacific Grid Palicy Management Authorit




.IGTF International Grid Trust Federation (IGTF)

AP|EU|TAG

& GGF CAOPs WG

>
& GGF7@Tokyo, March 2003
» First meeting with EU, DOE, and AP members
» Agreed with working on forming the Grid PMA.
@ develop minimum requirements
@ develop GridPMA charter
=]
» 2004 9
@ DOEGrid PMA, EUGrid PMA, APGrid PMA
@ PMA
@
» 2005 3
@ PMA
@ International Grid Trust Federation
@ APGrid PMA

» 2005 5
@
@

)APGrid PMA

ii 7 Asla-Pacific Eeid Palicy Management Authariiy
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International Grid Trust Federation I I I I le I I n e

AP|EU|TAG

& March 2005: IGTF Draft Federation Document GGF13
& July 27t : APGridPMA approved version 0.7

& September 28t™": EUGridPMA approval version 0.9

& October 5%": TAGPMA approved version 1.0

& October 5%: formal foundation of the IGTF

International Grid Trust Federation News Release October 5, 2005

Trust on the Grid Goes Global

Boston, Mass., USA -

Today (5 October, 2005), users of Grid computing worldwide are a step closer to
accessing computers and information in 50 countries and regions’, from Canada to
China, Portugal to Pakistan. The International Grid Trust Federation [IGTF),
established this week during the 15" Global Grid Forum (GGF) in Boston, brings
together Grid organizations representing Asia, the Americas and Europe that are
waorking towards allawing scientific researchers to identify themselves to any Grid
resource in the world with just a single online identity,

IGTF's members issue electronic certificates that allow scientists to use the Grid. The
Grids protected by IGTF certificates include over 40,000 computer processors and
petabytes of storage - equivalent to over a million DVDs, Making sure the owners of

Grids trust each other's security procedures is key to letting researchers access all
thees racanress

dion — http: / /www.gridpma.org/




QR IGTF General Architecture of the IGTF

AP|EU|TAG

= PMA
9 IGTF Authentication Profile

e
»Classic AP (EUGrid PMA)

»Short Lived Credential Services (SLCS) AP
(TAGPMA)

» Member Integrated Credential Services
)

(MICS) AP (TAGPMA)
A APGrid PMA

nmmess  Asla-Pacilic Greid Palicy Management Author

&




.IGTF General Architecture of the IGTF (cont’'d)

AP EU|TAG
& AP PMA
v PMA
-
&
» EUGrid PMA 10 F2F Classic AP
» APGrid PMA 10 15 F2F
PMA
» EUGrid PMA
» 11 TAGPMA F2F
IGTF
(D APGrid PMA

wmmess  Asla-Pacilic Greid Palicy Managemenl Authority



Implementation of the federation

AP|EU|TAG

& PMA
» Root certificate
» CRL Distribution Point
» Point of contact
» Signing policy file
» Point to the CP/CPS

v PMA
IGTF CA Distribution 1 1

» No hierarchies. All accredited CAs are included in a flat
structure

» Once you will be accredited by the APGrid PMA, you will be an
IGTF-accredited CA

7 EUGrid PMA CVS
» APGridPMA, TAGPMA
@ IGTF CA Distribution EUGrid PMA APGrid PMA

) APGrid PMA

Asia-Paciiic Grid Palicy Managemeni Autharily




IGTF, PMA CAOPs

AP|EU|TAG

9 IGTF PMA CAOP WG

» CAOPs
@ PMA
@ CP/CPS
@

» IGTF
¥ PMA

» EUGrid PMA: 3 F2F

» TAGPMA: 3 F2F

» APGrid PMA: 1 F2F+ VTC
& EUGrid PMA TAGPMA F2F CAQOP

¥ OGF CAOP WG 2
1 IGTF

(- DAPGrid PMA

wmmess  Asla-Pacilic Greid Palicy Managemenl Authority




fnl:ernrral ErlldgfereratiE Ag e n d a

AP EUI/TAG

e IGTF Logo and style
— Tony Genovese, LBNL/ESnet

e Updates from regional PMAs (5”)
— APGrid PMA (Yoshio)
— EUGTrid PMA (David)
— TAGPMA (Darcy)

e Authentication Profiles
— Member Integrated Credential Services AP (Tony) (107)
— Classic AP Updates (David) (10)
— Root Certificate AP (Yoshio) (57)

e Profile change process (Yoshio) (5”)

e Business issues (Yoshio) (57)
— Review of the mailing list
— Distribution frequency

- AOB



QB3 IGTF

nal Grid Trust Feder
APlEUlTAG

9 IGTF

& Grid Interoperation Now IGTF
accredited CA

o
o
»CRL

(. APGrid PMA

I-.._-e-'... Asia-Paciic Grid Palicy Man




Grid-Shibboleth Integration

AIST

ced Industrial Science and Technolog



303 Shibboleth

Shibboleth

@ Internet2

& AAIl = Authentication and Authorization
Infrastructure

@ Web-based single sign on (SSO)

>
@ ldentity Provide (1dP)

@ 1dP

@ SAML: security assertion markup language

4
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Shibboleth-Grid integration

& GGF16 BOF 2
» 50
>

@ Oxford/CCLRC ‘ShibGrid’ project

@ Meta Access Management System (MAMS)
@ GridShib-Permis

@ SHEBANGS/Shib and GridSite

@ SWITCH

@ NeSC Glasgow activities

@ GridShib/MyProxy

@ Shibboleth 2.0 plans

» http://www.ggf.org/gf/event_schedule/index.php?id=213
http://www.ggf.org/gf/event_schedule/index.php?id=214

& GGF18 2 BOF 4

» 50
» BOF@QGGF16
>

» http://grid.ncsa.uiuc.edu/events/ggfl8-shib-bof/

G 2IST



Ccommon Areas

& Short-lived X509 credentials from Shib authn
» ShibGrid, SWITCH, SHEBANGS, GridShib
@ Access to user DN via Shib AA
» ShibGrid, GridSite
» GridShib has working on binder
& Shibboleth authentication to MyProxy
» MAMS, SHEBANGS, GridShib
& N-tier problem/ Shib-Portal-Grid
» MAMS
» VOTES/GLASS, ShibGrid, MAMS, SHEBANGS
@ VO Services
» MAMS, SHEBANGS
& VOMS Integration
» SHEBANGS, GridSite, SWITCH

¢«
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Other activities

& GridShibPermis

» PERMIS PDP for Shib, GridShib, Apache
@ Shib 2.0

» Authn request

» Single Logout

» Enhanced Client

» Improved Attribute Push
@ Shib 2.1

» Attribute Aggregation

» Account linking

» Delegated authentication

» Improved Targeted Id
& Shib ??

» Passive authN

¢«
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SWITCH SLCS
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SLCS Profile

@ SLCS = short lived credential service

& Minimum requirements:

SLCS

X.509 Certificate

Certificate is generated
based on ldentity
Management system

“traditional” Registration
Authority (e.g. passport)

Lifetime < 1mio sec

Lifetime < 1 year + 1
month

Revocation handling
optional

Revocation handling

V.74



SWITCHaal

9 Shibboleth-based AAI
¥ 2002
"
» 160’000 (75%)
enabled
» 10
SWITCHaal

v

AAI -



Overview Phase 1 and 2

Shibboleth
IdP '*---- Phase 2:
| Attribute
I transfer
* into VOMS CE. SE
| Phase: ’
| Shibboleth
| enabled i s s s
I sLcs . 0X.509
' 1
: delegates
short lived dms_proxy_in it i Corg e
I Lal PX509 e
:;tributes Louses
f authZ
submits jobs —— [ QUENN




SWITCHslcs

ey

2. auth tlentiﬂale 4. SAML attributes

]
3. handle .
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2 GridShib:
Grid/Shibboleth Integration
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Grid-Shibboleth Integration: A Policy Controlled Attribute
Framework (Von Welch, Globus Alliance)

a9 NMI 2 2004 12
& Shibboleth Grid(GT4)
& Internet2
Shibboleth
o

» SAML X.509 Ildentity
» SAML X.509
>
& Pull Model
» Globus Services Shibboleth
»GT4.x WS Pre-WS
[
& Push Model
> Shibboleth
» VOMS CAS

Lol 2ICT



Camus ID Management

» Shibboleth
Campus
X.509

C



R&D

& Shibboleth A A GT
»GT

»GT 4.0 Shibboleth 1.3

9 X.509 DN Shibboleth
& GridShib-CA
g

> GT 4.1/4.2

oy

Shib AA

C



@ 0066

oy

GRAM

Push Model

>
@ GridShib-CA

- Shibboleth
»\O

»X.509
@ Shibboleth Assertion

» AuthN Assertion

push

1D



Shibboleth-Grid

¥ SLCS/MICS Shibboleth

IGTF
& Shibboleth

C
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OGSA AuthN WG

& OGSA AuthN WG
» OGSA AuthZ WG

» 1D
»OGSA roadmap CAOPs

»Bridge CA Shibboleth-Grid Integration

»BOF or 1st WG @ GGF19

4



G
>

»
> AP

@ PKI
»HEBCA (US, AP, etc)
» EDUROM

G
»VM, VLAN, VPN

C



» GSI
» IGTF
1d
» VOMS, PERMIS
» Shibboleth

v



